What is claimed is : 



1. A meqhod for protecting digital samples of 
content from illicit use by scrambling the content, 
wherein each sample includes a plurality of bits, 
ranging from least significant bits (LSBs) to most 
significant bits, comprising the step of: 

scrambling a number of LSBs in each sample 
according to a scrambling key, while preserving a 
number of MSBs In each sample, to provide 
corresponding scrambled samples; wherein: 

a number of LSBs is scrambled in each sample 



such that the s<: 



still recognizable . 



rambled samples are degraded but 



2. The method of claim 1, comprising the 
further step of 

determininc 

adaptively 
scrambled in eadh 
range thereof . 



a dynamic range of each sample; and 
selecting the number of LSBs to be 
sample according to the dynamic 



3. The method of claim 1, wherein the samples 
are provided in Successive frames, comprising- the 
further step of: 

adaptively Selecting the number of LSBs to be 
scrambled in eaclj sample according to the frame 
thereof . 



4. The method of claim 1, wherein: 



said scrambling key is a pseudo- random 
scrambling key. 



5 . The 
in said sc 

scrambled withir 

scrambling . 



mdthod of claim 1, wherein: 
i ambling step, the number of LSBs are 
the same sample using intra- sample 



me thod 



crambl 



6. The 
in said s 
scrambled betweeln 
sample scrambling 



7. The 
in said scr 
scrambled betwee 
same sample, usi 
scrambling, resp 



me thod 



8 . The 
in said sc 
scrambled betweefn 
inter-sample scr 
the same weight . 



of claim 1, wherein: 
ing step, the number of LSBs are 
different samples using inter- 



of claim 1 ( wherein: 
ambling step, the number of LSBs are 
i different samples, and within the 
ig inter- sample and intra- sample 
actively. 



me rhod 



of claim 1, wherein: 
rjambling step, the number of LSBs are 
different samples using horizontal 
ambling by interchanging bits having 



9. The method of claim 1, comprising the 
further step of: 

embedding tie scrambling key, at least in part, 
into the scrambl 5d samples for use at a decoder in 
descrambling the scrambled samples. 
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10. The method of claim 9, wherein; 

the scrambling key for a current frame of 
scrambled samples is embedded, at least in 'part, 
into a previous frame of/ samples . 

11. The method of claim 9, wherein: 

the scrambling key for a current frame of 
scrambled samples is yembedded, at least in part, 
into a current frame/ of samples . 

12. A method/f or descrambling previously 
scrambled digital /samples of content, wherein each 
sample includes a plurality of bits, ranging from 
least significant bits (LSBs) to most significant 
bits, comprising the step of: 

de scrambling a number of LSBs in each sample 
according to a scrambling key, while preserving a 
number of MSBs in each sample, to provide 
corresponding descrambled samples,- wherein: 

a number of LSBs is scrambled in each sample 
such that t/he scrambled samples are degraded but 
still recognizable . 

13. / The method of claim 12, comprising the 
further step of: 

det/ermining a dynamic range of each sample; and 
adoptively selecting the number of LSBs to be 

descrambled in each sample according to the dynamic 

range t lereof . 
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14. The method of claim 12, wherein the 
samples are provided in successive frames, 
comprising the fur;her step of: 

adapt ively selecting the number of LSBs to be 
descrambled in eaqh sample according to the frame 
thereof . 



15 . The met Hod 
said scrambling 
scrambling key. 



of claim 12, wherein: 
key is a pseudo- random 



16. The mettod of claim 12, wherein: 

in said desci ambling step, the number of LSBs 

are descrambled within the same sample using intra- 

sample descramblimg. 



17. The metkod of claim 12, wherein: 

in said descrambling step, the number of LSBs 

are descrambled tetween different samples using 

inter- sample de scrambling. 



18. The method of claim 12, wherein: 
in said desjcrambling step, the number of LSBs 
are descrambled [between different samples, and 
within the same /sample, using inter- sample and 
intra- sample de£scrambling, respectively. 



19. The method 
in said de? 
are descrambled 



of claim 12, wherein: 
crambling step, the number of LSBs 
between different samples using 
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horizontal inter- sample descrambling by- 
interchanging bits having the same weight 

20. The method of claim fl2 , wherein the 
scrambling key is embedded inco the scrambled 
samples, comprising the further step of: 

recovering the scrambling key from the 
scrambled samples for use iln said descrambling step. 

21. The method of claim 20, wherein: 

the scrambling key nor a current frame of 
scrambled samples is embedded into a previous frame 
of samples . / 

22. The method of claim 12, comprising the 
further steps of: / 

scrambling the scrambling key after 
descrambling the scrambled sample in said 
descrambling step. / 

23 . An apparatus for protecting digital 
samples of content from illicit use by scrambling 
the content, wherein each sample includes a 
plurality of bits, ranging from least significant 
bits (LSBs) to most significant bits, comprising: 

a scrambler for scrambling a number of LSBs in 
each sample according to a scrambling key, while 
preserving a number of MSBs in each sample, to 
provide corresponding scrambled samples; wherein: 



a number of LSBs is scrambled in each sample 
such that the scran/bled samples are degraded but 
still recognizable] 



24. An apparatus for descrambling previously 
scrambled digital/ samples of content, wherein each 
sample includes a plurality of bits, ranging from 
least significant bits (LSBs) to most significant 
bits, comprising 

a descrambier for descrambling a number of LSBs 
in each sample according to a scrambling key, while 
preserving a number of MSBs in each sample, to 
provide corresponding descrambled samples; wherein: 

a number of LSBs is scrambled in each sample 
such that the scrambled samples are degraded but 
still recognizable. 



v 



